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FOR CHILDREN WITH NEW DEVICES

The Christmas season has finally arrived and soon many of you will be opening your presents in
the hope that Santa has listened to your request for the latest mobile phone or smart device.
Owning a mobile phone can be fun, but it's important to use it safely and responsibly. By
following. our safety tips below, you can make sure that you set up your phone securely, keep L

your personal information private and enjoy using your phone in the healthiest way possible.

ALWAYS SECURE YOUR PHONE WITH A PASSWORD 7 LIMIT YOUR SCREEN TIME

This will heip to keep your private infor.mation safe and won't allow others to
access yqur phone without your permission. Make sure your password is
memorable and personal to you but something which otherpeople can't
guess, and always share itwith your parents just in case you forget it.

DISABLE LOCATION SETTINGS o

This can 'ysually be done from the device’s privacy control settings. Disabling + 8
location settings means that your phone can't be tracked by others ahd

strangers can't tell where you are when you're using it. It also helps to save

battery. @

ALWAYS USE A SECURE WIFI NETWORK

When you use your WIFl at home usually it is a secure network that orlly

you and your family know the password to. Public networks, like those in
coffee shops, can be accessed by anyone which means thatgpeople could
potentially hack into your device and access your personal information (@
without you realising. -

ONLY-PAIR WITH BLUETOOTH DEVICES YOU KNOW

A Bluetooth connection with another device means that you can send and

receive data wirelessly. For example, you could listen to music wirelessly or ) ALWAYS TA LK TO VOUR p A RENTS ": YO U 8

receive pictures and videos from your friends. However, pairing your phone ° DON’T FEEL SAFE

with a device you don’t know means that you could be sharing personal
information with a stranger or could leave your device open to receiving viruses. Sometimes, even though your phone s really secure, you might see something
you don't like, or someone might contact you who you don‘t know. If this

ONLV USEsAppS WH,CH VOU ARE OLD ENOUGH TO USE happens, always tell your trusted adult like your parents, carers, other adult

& o
Before downloading anynew apps, always check the age-rating of the app. If family members or a teacher, all of whom will be able to support you and
youneed help, ask your parent or carer to make sure that the app is safe for you advise you on what you should do next.

to use and never download anything whichi you are too young for as it may
S & iy
. 11 DONT TEXT AND WALK .

contain things that aren’t safe for you to see.
This might seem like a strange thing td'say but it can be dangerous to stare at

Using your phone for too long, particularly in the evenings, can make you feel
tired at sghool, affect your concentration and make you lose interestin other
things in life. Only use your phone at certain times of the day'and don‘t use it
close to bedtime. You can set a‘screen time lirit’ via the settings on your
phone. This will help you stay fitand healthy and means that you will still be .
able to focus and perform well at school. .

THINK OF OTHERS WHEN TAKING PHOTOS S&¥:0

Don't take embarrassing photos of other people on your phone. If other people
get access to the photo and share it with more people, it could make that
person really upset and treated as a form of bullying. Always be mindful of the
photos you take using your camera and who you share them with.

MAKE SURE YOUR PARENTS SET uP
‘PARENTAL CONTROLS'

This means that you will be able to use your nhone safely and securely and
won't accidently do things you shouldn’t do. The best time to do this is when
you get a new phone or device so that you're protected from the very
beginning.

BEWARE OF BECOMING AddICTED FO YOUR PHONE

you need help, ask your parent or carer to make sure that the app issafe for you

your mobile phone whilst walking outside alongside busy roads or bicycle

because theyhaven't been aware of their surroundings whilst texting or _

to use and never download anything which you are too young for as it may
cgntain things that aren't safe for you to see.

Before downloading any new apps, always check the age-rating of the app. If paths. In someé cases, children have been knocked over by cars or cyclists
2 J

playing games ontheir mobile devices. @
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12 DON'T SHARE YOUR NUMBER OR YOUR DEVICE WITH PEQOPLE YOU DONT KNOW. -

Never feel pressured into sharing your phone number with people you don’t know and don’tlend your phone to strqu“ers LY: keep it
- where others could get hold of it. Look after your device and always keep it hidden from sight tiavoid it being stolen.og broken into. *
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